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RTBF, MU

• The Right To Be Forgotten (RTBF)
• An individual can request to eliminate their information and the influence on a 

trained model if they withdraw their consent.

• Machine Unlearning (MU)
• Naïve approach: retrain the model from scratch, excluding the data to forget (retrain)
 è Infeasible due to overhead 

• time, memory, and resource consumption

• Efficiently remove the target’s influence from the trained model
• Data-driven: partition, obfuscation, augmentation
• Model manipulation: shifting, pruning, replacement
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Federated Learning
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• A distributed machine learning framework preserving data privacy

Raw training data 
remains here.

Federated Learning



Challenges in Federated Unlearning

• Data heterogeneity
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Challenges in Federated Unlearning

• Data heterogeneity
• Stochasticity of client selection
• Interactive training
• Limited accessibility

• Unlearning techniques in centralized settings are not trivially applicable!
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• We reviewed 44 Federated Unlearning papers.

• System models 
• Who unlearns? 
• What data distribution? 
• What dataset? 
• Learning config? 
• Research implications?

• Unlearning techniques

• Evaluation metrics

Federated Unlearning
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Federated Unlearning
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Who Unlearns 
under What Data Distribution?
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Who Unlearns?
• Available knowledge varies depending on who unlearns.
• What if a target request removal and leave?
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Who Unlearns?
• Available knowledge varies depending on who unlearns.
• What if a target request removal and leave?

Data Distribution?
• Only 54% considered Non-IID data settings.
• Non-IID simulation ≠ Real world data.



On What Dataset?
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On What Dataset?
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Mostly on (simple) image datasets for classification tasks.
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Learning 
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Model architecture?
• Mostly simple CNNs 
• Less use of pretrained models

Aggregation methods?
• Simple FedAvg (> 90% of works)
• Median, Trimmed Mean



Research Implications

19

• Mostly focused on 
      efficacy, fidelity, efficiency

• Less considerations on 
      security, guarantee, adaptivity, scalability



Evaluation Objectives and Metrics
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• Compare retraining and unlearning

No benchmark metric to assess 
different approaches



Evaluation Objectives and Metrics

12

• Compare retraining and unlearning

No benchmark metric to assess 
different approaches

Simple BAs obscured impact of 
unlearning



Insights and 
Future Research Direction
• Data are heterogeneous.
• Privacy-preserving unlearning is needed in many domain.
• Advanced aggregation methods could alleviate issues.
• FU introduces additional privacy vulnerabilities.
• Benchmark evaluation metrics enable method comparisons against a 

common standard.
• Simple BA impacts reduces by training round.
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Questions & Answers
Full paper: https://arxiv.org/abs/2403.02437 


